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MQTT And Azure Client Communication Driver

This document has the specific information related to this driver configuration. For a generic explanation on

Device Module, Channels, Nodes and Points configuration, please refer to reference guide.

Contents
Section 1 — SUMMAry INFOrMatioN ....covvviiiiiiieeeeeeee e e e e e e e e e e e e e e e e eeeesasaaeeeas 2
Section 2 — Channel CoNfIGUIATION .....uuuueiiiiieiiieeieeee et ee et e e e e e e e ea e e e eeeeeessraaeeeas 2
oY doTolo] I O] Lo ] o AU U OO UPPPPUUPN 2
Section 3 — NOdE CoONFIGUIATION.......ccuiiiieiie e e et e e e e e e e e e e bt eeeeeeeeessraaeeeas 2
Ny =Y A L] a W OeTa ) iT=4 V] =) d o] o ORI 2
SEAtION EXAMPIES. ettt e e e e e e e e e et e e e e eeeeeeaabb e eeeeeerrarbr i as 3
Section 4 — PoiNt CONTIBUIAtION .......cevviiiiieie i e et e e e e e e e e e et e e e eeeeeersraaeeeeas 4
Fa o Lo L= PP PP PPPP 4
Section 5—=TroubleshOot ... 4
SeCtion 6= COMMON EFTOIS ..cciiiiiiiiiiieeeeeeeee 4
=Y T o] o I o 113 o] PP PPPPR 5
Append —How to Set Up AzUre 10T HUD ... e e 5




MQTT And Azure loT - Revision B. Page: 2

Section 1 - Summary Information

Communication Driver Name: MQTTAzure
Implementation DLL: T.ProtocolDriver.MQTTAzure.dll
Interface: TCPIP

Protocol: MQTT (Message Queuing Telemetry Transport) is a machine-to-machine (M2M)/"Internet of
Things" connectivity protocol.

PC Hardware requirements: Ethernet board

Implemented Methods: Connect, Disconnect, Subscribe, UnSubscribe and Publish.

Section 2 - Channel Configuration

Protocol Options

Not used in this driver.

Section 3 - Node Configuration

Station Configuration

Station syntax:
<URL>; <Port>; <ClientID> ; <Username> ; <Password> ; <SslProtocol> ; [X509Certificate] ; <PayloadFormat>

Where:

< URL > = MQTT Broker (Server) name. It must be the same name configured in host Name parameter in

Azure loT Hub.

< Port > = MQTT Broker port. It must be the same port is configured in the Broker to be listening. Default

value is 8883.

< Clientld > = Device Id configured in Azure loT Hub.

< Username > = Username defined on MQTT Broker. Is a concatenation of Host Name and Client Id.

Syntax: <URL>/<Clientld>.

< Password > = Password defined on MQTT Broker. Itisthe SAS Token defined for the Device Id

< SslProtocol > = loT Hub uses Transport Layer Security (TLS) to secure connections from loT devices and

services. Three versions of the TLS protocol are currently supported, namely versions 1.0, 1.1, and 1.2.
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TLS 1.0 and 1.1 are considered legacy and are planned for deprecation. For more information, see
Deprecating TLS 1.0 and 1.1 for loT Hub. To avoid future issues, use TLS 1.2 as the only TLS version when
connecting to loT Hub.

[ X509Certificate ], optional = Path of X509 Certificate using TLS v1.0. This must be the complete path of
X509 certificate in the client computer. The certificate must be installed in the computer.

Note: One of the easiest ways to install the certificate on client computer is to use the wizard to import
the certificates is through the "Internet Options" to import the certificate in the "Trusted Root
Certification Authorities”. You need to import the certificate in DER format.

< Payload Format > = Format of the message sent to the Broker. By default, the payload is set to follow
JSON/SparkplugB format.

Station Examples

URL = CustomHub-MQTT.azure-devices.net

Port = 8883

Client ID = MQTT_Device

Username = CustomHub-MQTT.azure-devices.net/ MQTT_Device

Password = SharedAccessSignature sr=CustomHub-MQTT.azure
devices.net&sig=yglt%2FG8fIFAXhUwGXBIm6WKDK5IhbmVHkUs4atsbXFU%3D&skn=iothubowner&se=1612
031715

Ssl Protocol = <TLS>

X059 Certificate =

Payload Format = JSON/SparkplugB

For more information on how to set up a connection with Azure loT Hub and find the required parameters
see the append.
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Section 4 - Point Configuration

The MQTT and Azure protocol supports Write Commands only.

Address

The Address syntax is.
[Payload] : <Group > ; <Node> ; <Device>;
Where:

[Payload] = It s a fixed parameter, that assists the user in understanding that the address configuration
(group_id, edge_node_id and device_id) are the user-defined parameters in the Payload structure (similar to
MQTT + SparkplugB protocol).

< Group > = Provides a logical grouping of Edge Node’'s.
< Node > identifies ID of Edge Node.

< Deviceld > identifies ID of Device from Edge Node. This field can be empty while accessing
main Egde Node.

E.g.: Payload:GrouplD;NodelD;DevicelD;
Payload:AzureGroup;Factoryl;Motor

Section 5 - Troubleshoot

The status of the driver execution can be observed through the diagnostic tools, which are:
e Trace window
e  Property Watch
e Module Information

Status value of 0 (zero) means communication success. Negative values indicate internal driver error.
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Section 6 - Common Errors

This section details some errors you might see in your connection to Azure loT Hub via MQTT protocol
and its possible causes.

Error: Exception connecting to the broker

If you see this message on the Trace Window Logs (with modules Debug and Devices enabled) check the
port number parameter in Devices - Nodes - PrimaryStation.

Device.Node.Status = -1

If you get this error code in Devices.Node.<NodeName>.Status check if the URL defined in
Devices - Nodes - PrimaryStation is correct.

Error Connecting to Broker. Status: 5

If you see this message on the Trace Window Logs (with modules Debug and Devices enabled) check the
following parameters in Devices-Nodes-PrimaryStation:

. Username

. ClientID

MQTT driver connection lost: System.EventArgs

If you see this message on the Trace Window Logs (with modules Debug and Devices enabled)
check the QoS setting in Devices - Nodes - PrimaryStation. As stated in a previous section, loT
Hub will automatically disconnect your client if the Qos value is 2 (Exactly Once).

Another reason might be that someone else tried to connect to your loT Device using the same

ClientID. 10T Hub only supports one active MQTT connection per device. Any new MQTT
connection on behalf of the same device ID causes loT Hub to drop the existing connection.

Revision History

Revision Version Description Date
A 1.0.0.0 Initial Revision January 2021
B 1.0.0.2 Revision Update March 2021
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Append - How to Set up Azure IoT Hub

Below is listed the requirements for a successful configuration.

~ Microsoft Azure IoT Hub Account;

- Visual Studio Code with an Azure loT Hub extension.
Configuration Settings

In this section we will describe how to configure each program.

- Visual Studio Code
Visual Studio Code is an open-source, streamlined code editor with support for development
operations like debugging, task running, and version control. It can be downloaded here.

To download the extension that allows interaction with Azure loT Hub and loT Device
Management click here.

Note: This guide assumes that an 10T Hub already exists within the Azure Portal account.

After installing the extension, open VSCode application. In Explorer of VS Code, click ”Azure
IoTHub” tab in the bottom left corner (1) and Click ”Select 10T Hub” (2) in context menu.

If you have not signed in to Azure, a pop-up will show in the bottom right corner to let you
sign into Azure (3).



https://code.visualstudio.com/
https://marketplace.visualstudio.com/items?itemName=vsciot-vscode.azure-iot-toolkit
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Welcome 10 Azure loT Hub Toolkit X
4 OPEN EDITORS

» OUTUNE

el Azure IoT Hub Toolkit Extension

1 loT Hub

Qulc k Starts Quick Links

Select IoT Hub if you have
existing one

Resources

Create loT Hub if you don't have
one N

Create loT Hub

D Not

Say Il’”' l
Azure 10T Extension Setup.

After you sign in, your Azure Subscription list will be shown, then select Azure

Subscription and loT Hub. The devices and endpoints list will be shown in ”Azure 10T Hub”
tab in a few seconds.

@ EXPLORER

Untitled-1

Devices in 10T Hub.

New loT Devices can be created through this extension. From the context menu (1), click
Create Device (2) and enter a Device ID for the new 10T device.
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EXPLORER

Azure |oT Hub Extensi...

[ welcome to Azure 10T Hub Extension X

Show Welcome Page
Send D2C Message to loT Hub

Select IoT Hub
Set loT Hub Connection String

Create loT Hub

Create Device

Create loT Edge Device

Generate SAS Token for loT Hub

Start Menitoring Built-in Event Endpoint
Stop Monitoring Built-in Event Endpoint

Copy loT Hub Connection String
Update Distributed Tracng Setting (Preview)

Device creation.

[}

Now that we have our Devices created, we will need to get our Connection String and SAS

Token.

Right-Click on the Device and select ”Get Device Info”. You should see some information

displayed at the Output Window.
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EXPLORER

Send D2C Message to loT Hub

Welcome to Azure IoT Hub Extension X

PROBLEMS ~ OUTPUT  DEBUG CONSOLE

TERMINAL

[Device] Querying device [NewDevice]...
[Device] [Get][Success] status: 200 OK

[Device] [Get] device info: {
“NewDevice",

Send C2D Message to Device
invoke Device Direct Method

Edit Device Twin

Start Monitoring Built-in Event Endpoint

Start Receiving C2D Message

Generate Code

Generate SAS Token for Device

Ge nfo

Copy Device Connection String

Delete Device

: "637281837867701893",

0,

Stal MUY CeU miessaye

4 Event Hubs

twinEndpoint Senerate Cuce

Service Bus queue Generate SAS Token for Device ) X
Quick Links

SO i opc Get Device Info

Blob storace Mal

: "2020-06-22T19:46:55.086143Z",
iceMessageCount™:

5/0QZSH1MOyBua9FQZbOdIDEr 30Mei0pok+eVuRpU="
'GubgakGFF105MF740/aynD57efA4RT8W3FT6FpIZSn:

1s
“x509Thumbprint™: {

rimaryThumbprint”: null,

"secondary Thumbprint

“SymmetricKey

null

“primaryKey’ 00ZSW1MOyBua9FQZbOdIDEr30MediBpok+eVuRp!
"secondaryKey™: "GubgakGFF105MF740/aynD57efA4RT8W3FT6FpPOZSN.

}
3

i

3
}

“connectionString™: "HostName=TatsoftTestHub.azure-devices.net;DeviceId=NewDevice;SharedAccessKey=n5/0QZSW1MOyBua9FQZbOdIDEr3oMe@iopol+eVuRpU="

Connection String.

Review the Connection String created for the device and record the following pieces of
information from this string:

HostName = TatsoftTestHub.azure-devices.net
Deviceld = NewDevice

Again, right-click the device and select ”Generate SAS token for device” and enter theexpiration
time. You should see some information displayed at the Output Window.

EXPLORER

Welcome to Azure loT Hub Extension X

twinEndpoint
jice Busqueve  Generate ken for De

» Service Bus topic

» Blob storage

Ger

Quick Links

Marketplace

Get Device Info

PROBLEMS ~ OUTPUT  DEBUG CONSOLE

Show Welcome Page

Send D2C Message to loT Hub
Select loT Hub

Set IoT Hub Connection String
Create loT Hub

Create Device

Create IoT Edge Device
Generate SAS Token for oT Hub.

Start Monitoring Built-in Event Endpoint

Stop Monitoring Buit-in Event Endpoint

Copy loT Hub Connection String
Update Distributed Tracing Setting (Preview)

TERMINAL Azure IoT Hub

[SASToken] SAS token for [IoT Hub] is generated and copied to clipboard:
SharedAccessSignature sr=TatsoftTestHub.azure-devices.net&sig=pzzXCZK¥2BQ6dIUe2HF1SptTRI0PMbyipaKOMATQPZ cA¥3D&skn=iothubowner&se=1593608673

SAS Token.

Record the following pieces of information from this string:

Password = SharedAccessSignature sr=TatsoftTestHub.azure-devices.net&sig=pzzXCZK%2
BQ6dJUe2Hf1SptTR1o0PMbfyipOKOMATQPZc4%3D&skn=iothubowner&se=1593008673
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To verify that data is flowing from MQTT Driver to the cloud-based Azure 10T Hub, right-click
the device entry and select” Start Monitoring Built-In Event Endpoint”.

EXPLORER L Welcome to Azure loT Hub Extension X
_——mm m e S Sl L MUIIUIITNY eU viESsaye
4 Event Hubs
Generate Code

e to Azure |oT Hub Extensi.. twinEndpoint

Service Bus queue Generate SAS Token for Device

SSIVICE BUS Topic Get Device Info

Blob storaae
PROBLEMS  OUTPUT DEBUG CONSOLE TERMINAL

[IoTHubMonitor] Start monitoring message arrived in built-in endpoint for device [NewDevice] ...
[IoTHubMonitor] Created partition receiver [@] for consumerGroup [$Default]
[IoTHubMonitor] Created partition receiver [1] for consumerGroup [$Default]

TatsoftTestHub

NewDevice ”
Send D2C Message to loT Hub
Send C2D Message to Device
Invoke Device Direct Method
Edit Device Twin

Start Monitorin It-in Event Endpoint
Start Receiving C2D Message

Generate Code
Generate SAS Token for Device

Get Device Info

Copy Device Connection String

Delete Device

[IoTHubMonitor] [5:84:19 PM] Message received from [MyDevice]:

"Deviceld": "DeviceID”
I
"Payload™: {
"timestamp”: "1614888259453",
"metric”: [
i
"F5 Simulator_Sine”,
1488825914.2" ,
"datatype”:
"properti
"keys": [
"Quality"
] 5 ]
"wvalues": [

¥
L

“type”: 12,
"stringValue"™:

1
}J
"intValue®:

Messages received in VSCode

10
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| Info 1 Info 2 | Message
MQTTAzure Cwwace Omtan  Fogasng mmessenon
MQTTAzure (e o Modse mme e b 01ty
MQTTAzure nun QT e
MQTTAzure I s |
R M Nemepecr” vl I "ot "Gl TageNetesr” “Notell" Devosr™ "), Pavoer | AR e
e S isleansl “Setatype A o™ Oty “watvns” I e L wevsie” SA1L w000
MQTTAzure S age
R INamepecs” vl 7 Gt Gl “tage NoeeC | Peoar [ TN e
e P Semstor_Sew’ “Seasany” WS “Seatype” ). propertes” eyt ["Ouatny"] wher” (e’ 1 weveie” S410 “weese” 000
MQTTAZUREL ok © 3 (ommerd bt Grore Vemer ol otel Deveel wae il
MQTTAZUREL ok © 8 Commend hcisi Grere Mamer | ol Ll
MQTTAzure Topic 'devices/MyDevice/r f /' was
{"Topic":{"Namespace":"spBv1.0","Groupl rouplD","EdgeNodeld":"NodelD","Devicel

[{"name":"FS_Simulator_Sine","timestamp":"1614888259142","datatype":3, "properties™:{"keys™:["Quality"], "values":[{"type":12, "stri = \"type\": 3, \i
192 1"}]},"intValue™:12}],"seq":"1"}}

"DevicelD"},"Payload":{"timestamp":"1614888259453","metric": I

Trace Window logs.

For the correct topic, see the Address section of this document.

11



